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« Updated Dynamic Report to now key off Sites.

e S —~

Report: |
T : | Basic Flow v
[l ype
| Direction: |Outbound v %
[ | - Kevs (]
Q- |
Selected Name Field Name Search String Field ID PEN
(| Protocol protocolldentifier  flow.protocol 4 Standard -
0 Src DSCP ipClassOfService  flow.tos.src 5 Standard =
|:| Src Port sourceTransport... flow.portsrc 7 Standard
0 Src IP Addr sourcelPv4Address flow.ip.src 8 Standard
(| Src Prefix Len sourcelPvaPrefixL... flow.mask.src 9 Standard
[ InfF ingressinterface  flow.ifidx.in 10 Standard
D Dst Port destinationTrans... flow.port.dst 11 Standard
[ Dst IP Addr destinationlPv4Ad... flow.ip.dst 12 Standard -
~ Metrics
& |
Selected Name Field Name Field ID PEN
0 In Bytes octetDeltaCount 1 Standard ~
[ In Packets packetDelaCount 2 Standard E
0 Out Bytes postOctetDeltaCount 23 standard
O Out Packets postPacketDeltaCount 24 Standard
D Min Packet Len minimumIpTotalLength 25 Standard
0 Max Packet Len maximumIpTotalLength 26 Standard
0 Total Bytes Exported exportedOctetTotalCo... 40 Standard
0 Total Packets Exported exportedMessageTot.. 41 Standard -
“Preview -
Rearrange by dragging the headings below.
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* Added option to cross-launch to LiveNCAs.

LiveAction

Integrations

Cisco APIC-EM / DNA-C ServiceNow LiveNCA

CONFIGURED LIVENCA

Hostname: https://10.100.155.150

EDIT DELETE

« ServiceNow Integration - Added option to redirect description field for Event integration.
Integrations > ServiceNow ghobal settings

SERVICENOW GLOBAL SETTINGS

Serviceow general sattings wil affect all akert ypes. You can averride ngut fekds per alert on lert management
page

LiveNx alert description
ehix

Send LivehiX alert description to

Default ServiceNow values

Approval Contact type

Category Upon spproval

Database

Swcategory Upon teject
o8z
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+ Added ability to schedule the SNMP > Device report.

CREATE REPORT

GENERAL SETTINGS REPORT LIST

Hame Please choase report hpe & Test

Presentation Mode [ Flow

Standard B sNMP 7l
Custom OID ~

IPSLA -

Interface ~

Status. -

System s

m

e Davice CPUMemary Usage
Devices

Custom Logo )

Mg Custem Laga Site Bandwidth

Site WAN Interface Bandwidth by Application
Top CPU Usage
Top Changed - CPU Usage
Tap Changed - Memory Usage
Top Memary Usage

[ Cisco SD-WAN

) Alerts =

Cancel Save As Template 6

» Added Interface Packet Rate (SNMP) report.

Interface Packet Rate (SNMP) &

Device:ATR_Seatle  Direction: Inbound and Outhound Separated  Execution Type: Tme Series  Inferface: GigabitEthernet?  Start Time: Mar 24, 2021 07:50:30 EDT (GMT-04:00)  End Time: Mar 24, 2021 0B:05:30 EDT (GMT-04.00}

Interface Description: Connected 1o MPLS-Core  Site: Seatile
Service Provider: MPLS  Server Name: Test Server 10524323 Input Capacity: 200Kbps  Output Capacity: 200 Kbps

075151 07:53.00 075400 075500 07.56:00 075700 075800 075300 080000 08.01:00 08:02:00 080300 080400 08.04:51 S Unicast ingound =
. - Multicast Inbound =
o
§ 100
&
E o
S - Unicast Outbound
- - Multicast Outbound
E
§ 100
3
075151 07:53:00 075400 07:5500 07:56:00 07:57:00 07:58:00 07:59:00 080000 08:01:00 08:02:00 08:03:00 08:04:00 080451
Interface Packet Rate Inbound Interface Packet Rate Outbound
Q m & Q m &
Legend & Name & Packet Rate & Peak Packet Rate & Legend > Name & Packet Rate o Peak Packet Rate &
- Unicast Inbound 62.73 pps 63.10 pps - Unicast Outbound 15097 pps 171.54 pps
- Multicast Inbound Opps Opps - Multicast Qutbound 0pps Opps
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- Updated Cisco SD-WAN Class Path Change alert to support multi-thresholds and the following new filters:
+ Source Site
 Destination Site
» SLAClass

Alert Management
Cisco SD-WAN SLA Class Path Change
IveNXK Alert:
LIST OF INSTANCES € ADD NEW INSTANCE INSTANCE DETAILS
Disable
2 1. Beijing =N o s
| P—
T Tver O catecomr ] Detault threshold
Instance Name Time window
A Beiling Al Hows
@ Application
’ ]
@ Application e
Network
Network Alert Source
. SowceSite: | Beffng  SLACMsx =u  VOICEVIDED
e ‘ il v
Netuwork
busines:
Hetwork this setting will be ignored.
Network
Network Thresholds
onse Time Application
Time to Trigger
Oevice, Interface 2
@ Device, Interface
Device, Interface
o et Sharings O Defaut Configuration ~ Custom Configuration
Device, Interface
@ Device, Interface ‘Sharing configuration for all alen instances can be changed in the
Defar

i Threshold instance.
Device, Interface hreshold instance.

@ Device, Interface
Network

e [

* Added new multi-threshold, multi-instance Cisco SDWAN Alerts for Jitter, Loss, and Delay of BFD data.

Alert Management
Cisco SD-WAN Performance - Jitter Value

LiveNX Alerts

LIST OF INSTANCES € ADD NEW INSTANCE INSTANCE DETAILS
I Default threshold Dusasies.
General Settings
AwERT TYPE & camecomr s
Instance Name Time Window
Al
@  Application Aert Source
@ Application
Network
Network
Thresholds
Network
- Time ta Trigger Automatic Resclution Time
Hetwork - o
Network
Jitter
et CRITICAL & s
Application
Device, Interface
@ Deviee IMerface B wanNnG = L
1
Device, Interface v
@ Device InMerface
Jitter
@  Device Interface B wFo

Device, Interface
@  Device, Interface

Cancel
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+ Added support for Custom OID polling for Numeric Octet Strings.

Conversion Type @

None

Multiply

» Added ability to limit reports available to non-Admin users.

LiveAction

Devices (0)

Settings

Q

Licensing
License Configuration
License Expiration Notification
Proxy
Device Enfity Page Reports
Updates
Reports
Time Range Restrictions
Flow Reports Results Limit
Logo
Report History
Long Term Processing Report
Reports Management
Reports Access Management
Email Configuration
Single Sign On
Mounted Data
Froperties
Data Store

Web Ul Data Store

REPORTS ACCESS MANAGEMENT

Q

Flow
Address
[ Analysis
AmyConnect
2 Application Performance (AVC)
Applications
Developer only
Dynamic
Firewall
LiveAgent
Miscellaneous

2 Metwork Users

E PR

Select All Unselect All
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- Added additional Filters to Geo Topology for SDWAN tunnels:
+ Source Site
 Destination Site
» SLAClass

Gea Topology SLAClass: =v  VOICEVIDEO o Applyfiter  Mar?

027 08:10:00
site =

Source Site

Destination Site

Status Juet

Service Provider
Application

Application Group

VRF

Dsce

Chevennes

JENVER.

[ ]
Loulsville

SAN FF

LANTA-
Birmingham

Site: Status = [ ]

TexasEdge

® Normal & Waming

® Critical ® Polling Disabled

® N/A X HOUSTON=

Legend A
Display By

WAN Applications

MONTERREY* MIAMI

Ported Flow Data Source to Operations Dashboard (WebUI).

Settings
Q
DATA SOURCE
Licensing ~ ot The data source is a flex search which determines what flow data will be pre-aggregated, Modifying this setting may

affect report performance for queries of large time ranges, This setting should be modified with caution as it may

License Configuration introduce performance issues.

License Expiration Notification
Prowy Flex String:  (wan | xcon) | tag=LiveWire
Device Entity Page Reports
Reset to Default
Updates
Reports A
Email Configuration
Single Sign On

Mounted Data

Properties A
Data Store

Web Ul Data Store

SNMP Trap

Syslog

Nodes

Configuration

Troubleshooting A

Security A

Data Source Management -
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» Updated Custom OID Polling device management.

EDIT OID
General Devices (2)
All devices will be polled for this 0ID €@
Note: At least one device is required. Make sure that the current 0ID is configured for all selected devices. Q
DEVICE & | sE & 1P ADDRESS & VENDOR & mooEL ¢ Tass £ DESCRIPTION <

-]

RTR_Seattle Seattle 10.100.51.2 Cisco ciscoCSR1000v Cisco 103 Software [Den...
MPLS-CORE SanJose 10.100.51.33 Cisco ciscoCSR1000v Cisco 108 Software, CSR...
RTR_Austin Site 5 10.100.51.6 Cisco ciscoCSR1000v Cisco 108 Software [Den..
TexasEdge TexasEdge 1012212 Viptela vedge-cloud Viptela SNMP agent
HNL-CSR1K-1 Palo Alto 10.1.40.226 Cisco ciscoCSR1000v Cisco 103 Software, CSR_.
IWAN-DC-MC site 5 10.100.51.30 Cisco €iscoCSR1000v Cisco 10S Software, CSR..
RTR-DC-MPLS New York - DC 10.100.51.4 Cisco €iscoCSR1000v Cisco 10S Software [Den..
HUB2_234 Palo Alto 10.1.40.234 Cisco €iscoCSR1000v Cisco 108 Software, CSR.. | =

RTR_Louisville Louisville 10.100.51.10 Cisco ciscoCSR1000v Cisco 10S Software [Den..
LondonEdge LondonEdge 1012210 viptela vedge-cloud Viptela SNMP agent

< | I v

Rows:24/24  Selected: 2

Cancel
» Updated Custom QOID Alerts to support multiple multi-thresholds and multi-instances.
jercbisnngement Custom OID - stuff
IvemX plerts
LIST OF INSTANCES 6 ADD NEW INSTANCE INSTANCE DETAILS
Enable Disabie
Defaut threshold Eniea
General Settings
ALERT TYPE ¢ carecomy
Instance Name Time Window
Al
elay @  application
2 - Network Delay @ Application ® Info
1 Change Metwork
Path Chiange Network o3
Network
Network
— Thresholds
Hetwork Time 1o Trigger
Network 0
Application
Device, nterface Value
@ Device, Interface 100
Device, Intertace
@ Device, interface Sharings

@ Device, Interface
Device, interface

@ Device, Interface
Network
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» Added ability to add Custom OID Reports to Device page.

Sites > Louisville > Device: RTR_Louisville Mar 24,2021 10:15:00 = Mar 24,2021 103000 15Min ~ T
+  RTR_Louisville =
g, FTR-Lous 100% 3 40 1 .
P Address 10.100.51.10 Cusrent Flows Awailgbility Interfaces Wi agplication Active Alests
Device CPUMemory Usage ~ =
— +
PN
—_—
MPLS
1015 10 01 6 ¢ 24 026 28 3 i
Q m &
Legend & Name S AGT Peak &
- CPUUsage 8% %
- Mermory Usage 16% 16% RTR. Louisville
Custom CAD ~
H
i
2

@ citical @ Waming @ Good @ Poling Disabied @ WA

Dynamic reports that are used as dashboard widgets can now be auto-aggregated for increased performance.

Settings
Q Reports
. Dasslea S Pair Dastied | Application Performance By Device
Lceasng - Dassled | Application Performance By Interface Dastied | Application Performance By Service Provider
License Configuration lasbled | Application Performance By Site Disatied Bidirectional AS Pair
Ucense Expirstion Notfication Gasbled | Bidirectional Network Poic Diassled | Bidirectional Source/Destination Pair
Proky asoled Business Relevance Dsatiea Destination AS
Device Entrty Page Reports Dasbied Destination Network Dastied | Destination Site Traffic
Updates Disabled  Jitter/Loss. Dastled Metwork Pair
Reparts ~ Dasbled | Out of Policy Events Disatiea | Protocol
Time Range Restrictions = [isabled | Protocol Port Disstled  Site Traffic
Flow Reports Results Limit Dissbled  Source AS Dissbled  Souroe Network
Logo Dissbled | Source Site Traffic Disaslea | Source or Destination A5
Repon History Dssbles  Source or Destination Address. Disatied  Souroe or Destination Network
Long Term Processing Report Dlasbled | Tep Appiications Performance Dastied | Top Volce/Video Perfarmance Summary
Reports Management IEZEN | TopVoice/Video Performance by SSRC Disatled Traff: Class
Reports Access Management BN | vokcervideo Performance By Device Disatled  Voice/Video Performance By Interface
Email Configuration Dimsbled | Voice/Video Performance By Service Provider =W | voicenvideo Performance By Site
single Sign on I Dynamic reports
Mounted Data Note: Long term i be enabled for 1 key field
Froperties. - Diasbles | Palo Alto Disstled | clarktest
Data Store Dissbled  clarktest] Disstled  ftest]

eb Ul Data Store Diasbled  test2



What's New

LiveNX 21.2.0

- Added pre-built Custom OID use cases for monitoring:
« Ceqgfp Throughput
* HSRP
* VRRP

01D Polling

Configure OID Alerts
Pre-Configured

Custom

CEQFP ceqfpThroughputLevel
HSRP e lpy

VRRP virpOperrid, verpOpe L wpOperState,

, virpOpe:

Rows:3/3

+ SNMP monitored devices will now automatically track the following metrics:
« Power supply status
* Fan tray status
» Card status

Power Supply State Alert Event  Power Supply Operational Status (SNMP)

£
SIM-C1900-172-18-3-222

[ 22 Exwcasion

1002

Type: Ties

o SAACTO0C
Power Supoly 1

e Sarien  Seart Timec Mar 04, 2027 16:00.07 ST (MT nd Time: Mear 0420 507 WST(GMT1000)  Server Mame: Aaron Fufmoncs Server  Bim imsrval 1 minute
004 006 1008 100 [3H 014 1016 1018 1020 w22 1024 1026 1028 032 1

10:30 L]

Q o &
Power Supply & Last State &
Power Supply 1

3
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